K

CAREER OPPORTUNITIES

n
One of the largest and mOS prestigous commertial barks having 3 vast nationwide network of branches s koking for dynamic and challenge-orlented professionals with proven recard of accomplishments in the area of Informatiol
Technology for the posHoas based & Karachi.

Ihe ixdivicuals who fuil the below basi<-ekzibiny criteria may a7l for the folowing positions:
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el

To trave! To Cverieas ofices and branches as and when requred. Experience Minimum 03 years’ experience in Linux System Admenustraton.
s Totrawel to overieas ofces and b 3 har wred. - :
i 1o pertorm any ceher assgnment as assigned by the supervisors) Other Skills / Expertise / | »  Hands-on expertise of AIX Virtualization, VMware, Seties, Dalabases,
.« lo =ber T th 1s).
Hedve Reauired

o Yo Baive weth (T teams 10 discuss and resodve ssuds pertain ng to intermaztional

branches ¢f provade advce and Jssistance.

y

1] Position / 1o Tt | Wing Head - Businers Analyss (VP / SVP) Position / Job Title Lead Campus LAH (0G [ AVP)
Reporteg o : Dvisions! Head — Syntams & Saiymons Reporting to Department Haad — DC Switching & LAN
[Acaderic [ Professional | *  Mmimum G-2duation from MEC recogrized Unwvernsity / institute. Academic / Professional | «  Minimum Graduation from HEC recognized University / Institute.
Quaiction : ¢ Canddates naving Rachelor’s degree in 1, Computer Science and / or Masters Quakification e (andidates having Bachelor's degree in IT, Computer Science and / or Master’s
{ degee and { o reievamt cernficadon wil be preferred. degree and [ or relevant certification will be preferred.
Mvmum 08 yeeny' experence. 0wt of which 05 years as Business Analyst or u_pmu—e Mimimum 04 years” experience in network management and implemnentaton i an
rellevat role in Bankirg | Finaodial Services enterprise environment.
Othet Sifls / Expertise / | *  Expertise i transiahng busawess requinements into T Knowledige of ADC Channels Other Skills / Expertise /| | +  Handson expertisa of working with (isco 7604, 4507, 3500, 9200, 1850, Huawe!
Knowledge Required » Koomiedpe of Digal Banking pttors and integration layers. Knowledge Required 16800, Juniper, Eortinet / Cisco Frewall, ‘ 1B
| i VErDA id W coSETERS S, " |+ Uptodate knowledge of network administration and fiemware integratioh of Data
i *  Ewellent gnalytical decson-m3ting, problem-solving, team and fime management Center Switches. (-]
i yiote. . Outline of Main Duties/ | = Tomonitor, diagnose, and resolve ssues of complex network in Data Cenga‘,‘} :
s Strong working knowleage of MS OFice Suite (MS Outicok, MS Excel, MS Word. MS Responsibilities 4 *  Toinstall eonfigure, and maintain switchas in Data Center. i e ",'
i shinid *  Toresohe oparational, infrastructure or hardware incidents in Data Centan . 3
Outine of Main Duties / | * T manag= andleada team ot busness analysts. *  To provide technical suparvision and guidancs 1o Natwork and security tdam.
ResponsEnes | * Towok wih the Progem Management Ofice (PMO) and other [T service's 9 s Todefine, implemant and maintain poficias and procsdures.
techncal Sefivery teams ta assess new project requests and ensure that appropriste * To provide superior level of sarvice in responsa to incidents/requests regarding
sphdfons are dientied network performance and configuration, including off hour escalations.
= Toconriie towards the deveiopment of the Banl's IT strategy, strengthening and +  To review and adhere to budgeting and approval processes defined in the Bank's
opemng IT Gevernance and deveiopment of an enterprise architecture. standard cperating procedures and policies.
= Toformiate 306 defne syst=m s0p¢ 2nd objectives through research combined *  Toplan, ressarch and design Data Centar campus and core Switching architectures.
= with an undersiancmg of applable busmess systems and industry requirements. * Toperform any ather assignment as assigned by supervisor(s).
s Toam2iyie business 3nd user needs, document requrements and transizte them s / Job Title Py Engineer (0G-1/ AVF)
into proper system requrament specificahons.
o To snaye Incustry/Compiny technclogy best p vendor products and Reporting to Department Head - Internet & Extranet Operations & Support
orvices. et Academic [ Professional | = M Grad from HEC recognized University / Institute Fd arth
« Tomenty 3nd document business strstegies, ectives and drivers Qualfiation e Candidate having Bachelor's degree in IT, Computer Science and [/ or Master’s
o anabze and document business processes, yics. i ety ke ”” Degree and /Vur r!lvevant certification will be pvvferre-d_
s GscofHuawei/Fortinet/luniper certiied at professional level will be an added
opportunEtes. advantage.
®  Toreengineer processes to elwer greater effectveness and efficiency. Experience & Mimmum 04 years' experience in network management, implementation, and
* o Zenmy/document how aopications and systems interact to support business support in an enterprise environment.
© processes. * Candidates with experience of internet and extranet segment network devices, IT
¢ Toassess 2pcly and project the impact of system changes on users and internal znd Infrastructur=/Data Center technologies, such as network firewalls, routers and
| externa! staksholders. switches will be preferrad
- To overses 2 variety of tesis such 35 syst=m integration, readiness, and scceptance Other Skills / Expertise / | « Strong understanding and expenience of DC, LAN, WAN, WLAN networks.
tests ensuring that the changss made by programmers meet the dient’s needs and Knowledge Required © Demonstrabie and strong expernise in troubleshooting complex network issues.
maiman 2pgicaond imeprity * Knowledge and expertise of ;mmng, switching and firewall configurations (Cisco,
) R Huawei, Fortinet, Juniper etc.
{ * :::;:::ii:sf;&s ;ﬁ;ifxgitﬁ SuTestitusiness . De-ep unne.rsnnding of routing/switching/firewalling technoiogies and architectural
i3 d principles, induding BGP. OSPF
*  Tocoach, mentor, e t for team members. Outline of Main Duties/ | » To manage, maintain, configure, install, and administer internet segment and
L | ¢ Toperform ary other essEnm by the supervisor(s). Responsibilities extranet (business to business) segment firewalls, routers, and switches for
!uz: Fosition [ Job Titke | Project Manager — International IT (VP / SVP) enterprise level highly available internet and extranet network segment.
| Reporong = | Dtizions! He2d - Systems & Soubos * To ensure superior staff level services to employeas and business to business
\ Academic | Professional |+ Mo Gracuston from HEC recogrined Uniersity / nsotute. erites.
‘ _ . 1 = Te maximiza network performance by monitcring; troubleshooting intemet and
| Cuaiiication 'i ¢ Candides hawng Bacheior’s degree in T, Computer Scence and / or Master’s extranet segment preblems and outages; scheduling upgrades; collaborating with
{ ] degree and o rmenm r=hcznon wil be prefarred. internal / extzrnal teams and service providers on network optimizaton.
Experience § Mmnimum 07 years’ experence in maneging IT projects. *  To configure networks system by establishing and enforcing policies, defining, and
Other Skdls / Experose [/ l * Knowledge of core banking solution{s) MONItoring access as per business requirements.
Kncwiedgs Reguired «  Exc=lient verbal and writen communication skils. ¢ To manage Cisco/Huawei/Fortinet next-generation firewalls, routers and switches
| & Strong uncersiancing of the requirements for project standards and documentation g:“:“‘?: S?' 3900, 2500 Huawei ARG100, USG €600, Fortinet 2600 etc.) for the
{ N nk’s networ
. 1 including Urmefines, statuc/rsifissue reporting and communication, exception i + To manage Intrusion Detection and Prevention Systems and deploy advanced
| 1 reparting and project sign ofl. persistent threats protection solutions.
\ i . *  Exeflent anziynesl, decision-maiing, problam sobving, team, and hme managament - e To manage, install, deploy, and integrate internet and extranet
! i IS 5 $ (business-to-business) links, Site-to-Site VPNs, Remote Access VPNs, and services.
.i J +  Strong working knowledss of MS Office Surte (MS Outiook, MS Exxel, MS Word, M5 : * To manage and responsible for operations o‘f BCRS/ DR Site, DR Flanning;' and
I PowerPoint) . r‘eacvhgg to the senior management. \ | &
' , o Proficient with MicrosoR Project : * Torespoud o different stakeholders quenes agd requests in an efficient manner 1
i o Strong leadership siills in driving enterprise level inftiatives. prowvide stable services and reduce downtime a’f sérwfes.
ofiMainDutes] | = Toe o€ profect mandgement best practices and Oversee project activities across . Tc pro‘\-lc'e enterprise level m![\fn)rlu and SEC‘JV(IW sblution setup and' Dpe?ﬁm.‘s ®
Outline | DS including but not limited to Routing, Routing policies, Routing Protocals, Layer 2 & 3
Responshdities H the Bani’s internaBional fraachise consistent with the estabished scope and Technologies, NAT, Access-list, OSPE, BGP. v
1 requirements. * Totroubleshoot, rectify & solve problems of internet/extranet/B2B network devices
| = To manage the development and implementation of IT ininatives to support and firewalls, including, routers and switches with internal teams/vendars/service .
overseas brarches and regions. providers. .
o To partner with the functional business and technology leaders across regions on « To Pruvade technical assistance to other team members (LAN, WAN, Systems) and
the impiementanan of program and project mansgement pracesses, methods, Business groups for smooth delivery an.d operatons of the network.
sechaqnes tooks, gudloie, and scadards. * Toprovide nr?wﬂonmg:‘md administration of Remote Access VPN (along with MFA)
S users bank wide for business needs.
. Tocolk 12 with a team of giokaly dizparsed Project Managers responsible for * To provide superior fevel of service in response to incidents/requests regarding
Enterprise-Leved projects across regaons. network parformance and configuration, including off hour’s escalations.
* o trock and mintain status and performance of [T projects 3nd iiatives acjos: * To document pre-deployed networks, develop and maintain standard operating
e Bani's avternatonat franchise in 3 consobdated manner procedures, and manage internet snd eatianat segment network devices.
\ |+ Tomse with internatona Banking Group for IT projects, initianives, strategy and *  Tocheck and venfy SLAs of the device service providers for network’s services and
‘l :_ planning of oversess regons and branches. . ;;“:::p‘:{::‘;:" i
! | i e e e « To pla.n, reﬂearchﬂ:n:lo d::’is:“:l:‘::wr':‘:‘ :t’u"c“’(“’- i
i execuTion as well as documenting projects’ scope, Budget, and justfication. bisskiess requibement. 8 architectures for any IT project and/or
g *  Toengage wih mtermanonal regons and branches to ensure their (T driven business * Topedform any other assignment as assigned by supervisar(s).
l and reguisiony requIEments are met. Position / Job Titie Linux Administrator (0G-1i / 0G-1) z ]
|« 7o assist overseas offices in the development of respective IT Strategy, Plans and p = il
, Budgers. Reporting to Wing Head - 08 & System Admin i}
|+ To engage vendors for activities fiks mstallaion, configuration, customimtion, Academic [ Professional | = Minimum Graduanon from HEC recogmized University / tnstitute
training, UAT, E3ues re10i Bon ete_for 3 waristy of systems and apphcations. Qualification = Candidates having Bachelor’s degree in IT, Computer Science and / or Mastet’s

degree and / or relevant cedtification will be preferred

Candidates with relevant Linux, AlX, VMWare. iSeries cernfications will be preferved,

| —
bocinion | bob Tete

T T Lead I tafrastructure Audi & Compance (AVP / VP)

Management of Cloud Environments.
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T 11 «
O assist overseas offices in the development of respective IT Strategy, Plans and
Rudgets,

To onp; " 5 . "
Eage vendors for activities like Installation, configuration, customization,

traini i i i
alning, UAT, issues resolution etc. for a variety of systems and applications.

To lials i i
te with IT teams to discuss and resolve issues pertaining to international

branches ar provide advice and assistance,

To travel to overseas offices and branches as and when required.

lo perform any other assignment as assigned by the supervisor(s).

03

Position [ Job Title

Lead — IT Infrastructure Audit & Compliance (AVP / VP)

Reporting to

Academic / Professional
Qualification

Divisional Head — IT Infrastructure Division

Minimum Graduation from HEC recognized University / Institute,

Candidates having Bachelor's degree in [T, Computer Science and / or Masters’

degree and [ or relevant certification will be preferred.

Experience Minimum 06 years’ experience in Audit / Audit coordination.
Other Skills / Expertise / ¢ Good communication and administrative skills.
Knowledge Required .

Hands-on  experience with 1T infrastructure, IT audit requirements, audit
coordination and response submission, and SLA Management

strong working knowledge of MS Office Suite (MS Outlook, MS Excel, MS Word, MS
PowerPoint).

Outline of Maln Duties /
Responsibllities

To coordinate and discuss the audit plan with Audit team and, after finalization,
shard with internal 1T Infrastructure teams and concerned stakeholders.
To facilitate external and internal auditors as the focal person for all data
requirements,
To ensure timely response to audit and compliance observations.
To ensure timely closure of all audit points and maintain audit tracking records.
To conduct meetings with cancerned teams to follow up on submission of required
datafinformation and responses thereol.

To ensure preparation and update of status on pending audit responses and
submission of weekly and monthly reports to Divisional Head IT Infrastructure for
onwatd submission to the relevant stakeholders Tor review

To review the audit report with IT Audit team before sending it to the concerned
Wings for compliance.,

To aselst respective teams of IT Infrastructure for compiling responses to the
abservations ralsed and their compliances thereof.

To create and maintain catalogue of existing Service Level Agreements exercised by
1T Infrastructure Division,

Ta coordinate with concerned Divisions/Groups for internal and external projects’
Service Level Agreements.,

To Initlate necessary actions required to maintain of improve Service Level

Agreements,

To perform any other assignment as assigned by 1ht-_3_upc-wrscrr(s)_

06| Pasition / lob Title ™ Administrator (OG-l / 0G-) - »
Reporting to Wing Head — DB & System Admin _
Amd'emic / Professional *  Minimum Graduation from HEC recognized University / Institute.
Qualification = Candidates having Bachelor’s degree in IT, Computer Science and / or Master’s
degree and / or relevant certification will be preferred.
Eerieme . (:.ntdidales with re'!evant Finux, AlX, VMWare, iSeries certifications will be preferred.
inimum 03 years’ experience in Linux System Administration,

Other Skills / Expertise / | «  Hands-on expertise of AIX,  Virtualization, VMWare, iSeries, Databases,
Knowledge Required Management of Cloud Environments,

= Sound knowledge of key components: kernel, hardening, harnessing, systém files &
security setup,

Outline of Main Duties / * Tobe responsible for administration of Linux environments and perform day to day
Responsibilities management monitoring, maintenance of production, development ‘and Iestlré‘g '
environments,

* Toplan and implement backup and recovery of Bank’s databases.

* To provide reliable backup services and conduct routine hardware and software
audits of Linux/AIX servers to ensure compliance to established standards, policies,
configuration guidelines, and procedures.

*  To provide disaster recovery planning and implementation in line with Bank’s policy.

* To automate technical aperational tasks involving creation & management of
shell/bash scripts.

* To offer 24/7 linux operating support; provide rapid resolutions to database
downtime and escalate issues to line manager & vendor as and when required.

» To ensure prompt escalations of any operational anomalies or any other suspicious
activities as per the laid down standard operating procedures.

» To adhere to the Division’s service charter and ensure exceptional customer
experience.

+ To manage Server Administration for different versions of Linux & AIX platforms
based on IBM, Intel or Oracle Exadata etc,

+  To perform any other assignment as assigned by supervisor(s).

Assessment Test / Only shortlisted candidates strictly meeting the above-mentianed basic eligibility criteria will

Interview(s)

be invited for test and / or panel interview(s).

Employment Type

The employment will be on contractual basis for three years which may be renewed on
discretion of the Management. Selected candidates will be offered compensation package

and other benefits ns per Bank's Palicy / rules.

Interested candidates may visit the website www.sidathyder.com.pk/careers and apply online within 10 days from
the date of publication of this advertisement as per given instructions.

Applications received after due date will not be considered in any case. No TA / DA will be admissible for test / interview.

(We are an equal opportunity employer)

Women, Minorities and Differently-abled Persons are encouraged to apply
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